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Protect Yourself Against
Spearphishing

Another Member
Of Music Royalty
Dies With No Will

he Russian conspiracy to meddle
in the 2016 presidential
campaign relied on a common
scam called
“spearphishing.” While
the history-making scam
may sound sophisticated,
this form of digital
fraud is running
rampant. Anyone using
email is likely to be
attacked these days.
Here are some tips to
protect yourself.
In a spearphishing
attack, a hacker sends you an email
message to trick you into disclosing
your username and password to a
secure account. The message looks like
it’s from a legitimate source you trust.
You click on the link and,
unbeknownst to you, you install a
program that records your next 100
keystrokes. The email from a trusted
source was a Trojan Horse, malicious

egendary singer, Aretha
Franklin succumbed to
pancreatic cancer at the age of
76 on August 16, 2018, and she was
accorded funeral rites reserved for
music royalty. At once humble and a
diva, the Queen of Soul, who famously
demanded respect, sadly died without
a will.
Her estate is subject to probate, a
long-drawn out public legal proceeding
to hear claims by her four children and
other relatives — an undigniﬁed end
for music royalty.
While Ms. Franklin was a genius
by most measures and her music legacy
lives on, she appears to have had a
blind spot when it came to money and,
perhaps, mortality. A minister’s
daughter, Ms. Franklin was known to
demand payment in cash before
performing live and would keep the
cash near her onstage.
It’s not uncommon for probate
proceedings to result in public family
inﬁghting and stupid legal fees; music
rights heighten the stakes avariciously.
Prince, who died in 2016 without a
will, reportedly led to bitter family
disputes and revocation of a
multimillion-dollar music deal.
Instead of leaving a legacy deﬁned
on her own terms, Ms. Franklin’s
family is subject to a public probate
proceeding, which can turn ugly.
If you don’t have a will, are unsure
about what to do, or think you may
have a blind spot around dealing with
money or planning beyond your life,
please call and let us try to help you. ●
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absolutely, positively not Federal
Express. And the email address from
which this message was
sent is plainly NOT a
legitimate Federal
Express dot-com
account. Often the
“From” address will tip
you off to a fraud.
Phishing emails,
until recently, were
easy to spot because
they commonly
contained misspellings,
grammatical errors and
company branding
mistakes. A scan of
hundreds of recent

phishing messages indicates fewer of
these telltale signs. The scammers are
getting smarter.
While the cat versus mouse game
has of late been won by the evildoers,
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software solutions are growing
stronger. For example, Microsoft Ofﬁce
365 online users now have a way of
designating a message as “Phishing.”
This new feature for “blacklisting” a
malicious message
prevents a scam
from hitting you
twice and gives
Microsoft
information about
its origin. Of
course, updating
your anti-virus
software is always
a must. If you
ever have any
questions about
emails you receive
from us, please
do not hesitate to
call us. ●

software that sends your password and
user ID to the hackers.
New variants of the scam are

appearing so fast that anti-virus
software can’t keep up, which puts
you on the front line in defending
yourself from attack. Perhaps the
most important way to thwart an
attack is by looking at links in emails
before clicking.
In this popular spearphishing scam,
hovering over the link in the email
displays a website address that is
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10 Things: New Education Tax Breaks For A Child Or Grandchild

Five Documents At The Core Of An Estate Plan

. If you have a child or
grandchild, for the ﬁrst time
ever, you can now pay tuition for
kindergarten through 12th grade at
private, public or religious schools with
money saved in tax-advantaged 529
college savings accounts.
2. Thanks to the Tax Cuts And
Jobs Act (TCJA),
you now can
draw up to
$10,000 tax-free
per student from a
529 plan, which is
a tax-advantaged
program
sponsored by
states, state
agencies, and
educational
institutions.
3. While your
contributions to a
529 plan are not
deductible,
earnings grow free
of federal income
tax on withdrawals to pay for qualiﬁed
school expenses.
4. You are not limited to 529 plans
sponsored by your state. You can
choose from a long list of 529s
sponsored by other states and choose
the right one for you. Call us if you
want help with this.

very estate plan is unique
because of a particular family’s
circumstances. Still, most people
share many primary objectives that may
be reﬂected in ﬁve documents often
found at the core of a plan.
If your current estate plan doesn’t
include these ﬁve items, you might need
to ﬁll the gaps. And if you don’t yet have
a comprehensive estate plan in place, it’s
probably time to make that a priority.
Mortality can sneak up on anyone.
1. Financial power of attorney: A
power of attorney is a legal document
that authorizes another
person to act on your
behalf. A ﬁnancial power
of attorney enables the
“attorney-in-fact”—the
person speciﬁed to act
for you—to conduct your
ﬁnancial affairs. Many
states have a standard
form for ﬁnancial power of attorney.
Usually, the power of attorney is
“durable,” meaning that it remains in
effect in the event you are incapacitated.
But you might use a non-durable power
of attorney for speciﬁc purposes, such as
to have someone manage your portfolio
temporarily. Keep in mind that a power
of attorney is enforceable only when it
has been established before its creator
becomes incompetent.
2. Health care power of attorney:

Like a ﬁnancial power of attorney, this
authorizes a designated person to act on
your behalf in the event you’re unable to
make your own decisions—in this case,
about your medical care. This goes
further than a living will, which
generally applies only if you’re
terminally ill or on life support, based on
the prevailing state law.
Your attorney-in-fact for a health
care power of attorney needs to be
someone you can trust to act in your best
interests. Typically, that would be a
spouse, a child, or another close family
member. But you’ll
also need to name
contingent and
successor agents.
3. Health care
directives:
Although there are
several other kinds
of health care
directives that you might include in your
estate plan, the most common version is
a living will. Without it, family members
may be left in a quandary about end-oflife decisions involving your care. This
can lead to turmoil and questions could
even end up being decided in court.
Often a health care power of
attorney is coordinated with a living will,
or the two may be combined in a single
document. Some states have forms
combining these elements and reﬂecting
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wheelchairs, and transportation costs
to and from medical appointments, as
well as alcohol and drug treatment
programs.
Medical expenses are deductible
only if they alleviate or prevent a
physical or mental defect or illness,
including dental and vision.
So, you cannot deduct a gym
membership if it is to promote
your general wellness.
However, if a doctor
diagnoses you with a speciﬁc
medical condition, such as
obesity or hypertension, then
the expense of the prescribed
treatment may indeed be taxdeductible, including a gym
membership. ●
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5. A big relief is that the new law
leaves the student loan interest
deduction unchanged at $2,500. Some
lawmakers wanted to scrap it, but the
majority rallied to the tax break’s
defense. Americans owe some $1.48
trillion in student debt, and it’s
deﬁnitely a thing to watch.

6. When student loans are
cancelled due to death or disability,
they now become tax-exempt. Till now,
the debt would be added to the income
of a deceased or disabled individual.
This new tax beneﬁt is not retroactive,
and only affects loans taken from 2018
through 2025. Congress may choose to

extend this tax break.
7. The TCJA axes taxes on
alimony payments, so custodial
parents should have it easier qualifying
for need-based aid. Their income
won’t be as high as what’s reﬂected in
tax records, which is what federal aid
ofﬁcials rely on to determine who to
help and by
how much.
8. Tax
deductions for
interest on home
equity loans and
lines of credit
were eliminated.
These are
major sources
of education
funding,
businesses, and
a range of
other expenses.
It’s gone.
9. The new
federal levy on
colleges with big
endowments could result in still-higher
tuition costs.
10. Education tax breaks were
boosted overall by the TCJA, but you
almost must be a ﬁnancial professional to
manage the complexities of funding the
education of a child tax-efﬁciently and
with low investment expenses. ●

Key Facts On Deducting Medical Expenses

M

edical expenses can run up
your expenses a lot. For that
reason, the new tax law gives
people a break by sweetening the longtime tax deduction for health care, at
least for a couple of years.
Before the Tax Cuts and Jobs Act
(TCJA), you could deduct medical
expenses that exceeded 10% of your
adjusted gross income (AGI). For the
tax years of 2017 and 2018, the
TCJA lowered the threshold to 7.5%.
AGI is taxable income minus all
deductions, IRA contributions and
student loan interest. Of course, the
medical tax break is available only to
people who itemize.

The trouble is the more generous
deduction expires after 2018, when the
threshold rises back to 10%. Groups
like AARP are lobbying in Washington
to get the 7.5% level extended or made
permanent, and that could factor into
your timing and decisions about
medical expenses in the months ahead.
Say your AGI is $45,000 and you
rack up $5,475 in medical costs. You
multiply $45,000 by 0.075 (7.5
percent) to get your deduction
threshold of $3,375. Only medical
expenses above $3,375 would be
deductible. Result: your medical
expense deduction is $2,100 ($5,475
minus $3,375).

Some big-ticket items are
deductible medical expenses, like
long-term care insurance premiums,
nursing home payments and Medicare
costs — including Medicare Part B,
Medigap policies, Medicare
Advantage programs and Part D
Prescription plans.
In addition, any health insurance
you pay out of pocket can be deducted.
But that can’t include coverage you
pay for with before-tax dollars, which
is often the case with employersponsored medical plans.
Another big deductible item is copayments for prescription drugs — and
(Continued on page 3)
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also out-of-pocket fees for doctors,
dentists, physical therapists and other
health-care professionals not covered
by Medicare or any other health
insurance. Add in prescription
eyeglasses, hearings aids and

other personal choices such as whether
to donate your organs.
4. Will: No matter how
sophisticated your estate plan is, you’ll
likely circle back to the need for a will
to tie everything together. A will can be
used for a wide range of purposes,
including (but not limited to):
●
Dividing your assets and
allocating them to your
beneﬁciaries;
●
Naming guardians for your
children;
●
Achieving estate tax beneﬁts;
●
Arranging gifts to charity;
●
Creating trusts for your
beneﬁciaries;
●
Excluding certain family
members from inheriting your
assets;
●
Avoiding a lengthy probate
process; and
●
Thwarting potential legal
challenges.
A will may refer to other
documents in your estate plan. If you
don’t have a legally valid will and
you die “intestate,” your estate will
be governed by the laws of the
applicable state.
5. Revocable trusts: Finally, your
estate plan may include more revocable
trusts, which let you change terms
based on future events or preferences.
Such trusts are commonly called living
trusts—or, more technically—inter
vivos trusts—because you create them
while you are alive.
With a revocable living trust, you
can transfer assets to the trust to be
managed by a party you designate.
The transferred assets aren’t subject
to probate.
Other kinds of trusts can also be
created to complement the rest of your
estate plan. These trusts might be
designed to minimize potential state or
federal estate taxes, as well as to
protect assets from creditors or in the
event of a divorce.
This list of estate planning basics
can be a good starting place for many
families. You’ll need the help of an
experienced attorney and other
advisors to create a plan that ﬁts your
family’s needs. ●
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software solutions are growing
stronger. For example, Microsoft Ofﬁce
365 online users now have a way of
designating a message as “Phishing.”
This new feature for “blacklisting” a
malicious message
prevents a scam
from hitting you
twice and gives
Microsoft
information about
its origin. Of
course, updating
your anti-virus
software is always
a must. If you
ever have any
questions about
emails you receive
from us, please
do not hesitate to
call us. ●
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you on the front line in defending
yourself from attack. Perhaps the
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before clicking.
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